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UTokyo Guidelines for Information Ethics and Computer Use

‘When using the UTokyo information systems, you must be aware and responsible as a member of UTokyo by following the
information ethics and security rules.

The UTokyo information systems include the University network and contracted cloud services. You must follow the information
ethics and security rules not only while using the systems on information equipment located in the University facilities and
laboratories, but also while using the systems on your personally owned information equipment (smartphones, tablets, and PCs).
In addition, as a student, faculty or staff member at UTokyo, please exercise good judgement and self-discipline even in activities
conducted outside UTokyo and in your private life.
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I Fundamentals of the UTokyo Information Ethics

| D The use of UTokyo information systems is limited to educational and research purposes. |

The use of the information systems (including networks) provided by the University is limited to educational and
research purposes. Any inappropriate, illegal or unethical conduct that is inconsistent with these purposes is prohibited.

(2 The dissemination or publication of inappropriate information is prohibited. |

Users of the University’s network and computer resources are prohibited from sending or releasing information that:
(1) is not sent under your own name (sending anonymously or  (6) disrupts education or research,

using aliases), (7) disrupts the work of any individual,

(2) infringes the intellectual property rights or portrait rights of ~ (8) is false,

others, (9) violates confidentiality, or

(3) is discriminatory, slanderous, or libelous, (10) sensitive information related to educational and
(4) infringes the privacy of others, research activities.

) (5)is obscene,

Examples of violations:

Posting defamatory, discriminatory, or false content about others on social media.

Posting examination questions, answers, or any posts that disrupt university operations on social media.
Spreading posts or Al-generated content on social media without verifying their authenticity.

Posting or leaking personal, grade, or research information.

(® The unauthorized use of copyrighted works is prohibited. |

Copyright violation is a criminal offence. Such acts include stealing or altering information of others, as well as the
reproduction and distribution of copyrighted material (such as music, movies, books, academic literature, or
software) without consent. In addition, knowingly downloading illegally distributed music, movies, books, academic
literature, or software is unlawful and subject to criminal punishment.

(@ The excessive downloading is prohibited. |

Downloading a large volume of contents from electronic journals and databases contracted by UTokyo is prohibited.
UTokyo has a signed usage agreement with service providers; thus, if a member of UTokyo violates the terms of the
agreement, it could result in suspension of the service. Please be sure to read the “Electronic Resources Usage
Policy” on page 10.

(® The theft or lending of accounts (ID and password) is prohibited. |

Using another person's account information (ID and password) without permission is a crime. Sharing accounts or
allowing others to operate logged-in information equipment constitutes account lending. All users have an
obligation to safely maintain their own accounts, information equipment, and software. Please be responsible in
maintaining your accounts provided by UTokyo.

I Fundamentals of the UTokyo Information Security Rules

D Set a password that is hard to guess and make use of multi-factor authentication.

Password-only authentication carries significant risks. If multi-factor authentication is available, always enable it.
Avoid passwords that are easy to predict, such as names, common words, birth dates, or keyboard patterns.



Instead, use a sufficiently long string by combining multiple words with symbols or numbers. Make sure each
system has a unique password. If a password is compromised, change it immediately.

To manage multiple passwords, you may record them on paper and store it securely, or use a password
manager with encryption features. Always create and keep a backup. For added security, consider techniques
that prevent immediate misuse even if the record is leaked (e.g., adding extra characters before or after the
actual password when recording it, and removing them when using the password).

| (2 Ensure thorough virus protection and software vulnerability mitigation.

Keep virus definition files up to date on all computers with administrative privileges, and perform regular virus
scans on all files. Apply the latest patches to your operating system and applications, and avoid using outdated
software. Products that are no longer supported do not receive security updates and must not be used as a rule.
Consider using the antivirus software provided by the university.

(3 Be alert to cyberattacks delivered via email.

Malicious emails containing computer viruses, download links, phishing attempts, or targeted attacks are becoming
increasingly common. Exercise extreme caution when accessing attachments or links in emails. Many phishing or
targeted attack emails may appear legitimate. Be wary of all emails.

@ Avoid using Wi-Fi from untrusted providers.

If a Wi-Fi provider or other users have malicious intent, your communications, including IDs and passwords, may
be intercepted. Please avoid connecting to anything other than Wi-Fi provided by a reliable operator. Use protective
measures, such as UTokyo VPN, when sending confidential information.

(® Pay attention to where you take online classes and work remotely.

If you participate in video conferences or online classes, or view files in a public location such as restaurants or
cafes, information may be divulged to the people around you. Conduct these activities at a safe place, such as your
room.

| (® Please be careful how you send emails.

If you add recipient email addresses to the “TO” or “CC” fields when the “BCC” is more appropriate, the
recipients’ information (email addresses and names) will be divulged to the other recipients.
To prevent information leaks when sending email to multiple recipients, pay particular attention to these fields.

| @ Be careful about the loss or theft of your information devices.

UTokyo is experiencing incidents of information leakage related to loss or theft of information devices(such as
laptops, tablets, smartphones, and portable storage devices) containing important information. If you lose any
information device containing the university system account, immediately contact the departmental contact. (Refer
to page 10).

If you see or feel something suspicious...

If you feel or suspect that your account may be being used by someone else, that your computer
may have been infected with a virus, or that you have received a suspicious email, immediately
contact the departmental contact.

If You Receive a Warning......

If a professor, staff, or network administrator warns you of inappropriate use of computer resources,
you must follow the instructions immediately. Continued use of computers infected by viruses or

any other inappropriate use is strictly prohibited due to risks associated with cyber attacks and
information leaks.
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BEEFRAI - 15§#R  currently available only in Japanese
Related Rules and Information

C RRAFBEGEAA A >

*  The University of Tokyo Information Ethics Guidelines

+ https://www.u-tokyo.ac.jp/adm/cie/ja/index.html

s BRARFEHRLF1UT 1 - KU —

*  UTokyo Basic Policy for Information Security

« https://www.u-tokyo.ac.jp/ja/about/rules/publicl6.html

s HRAFOEHEZF 2 U T 1 (UTokyo Account TDEREEN WA E)

+ Information Security at UTokyo (Authentication with your UTokyo Account is
required.)

» https://univtokyo.sharepoint.com/sites/Security

o EREEOERE —E (UTokyo Account TDFREEH N E)

+ Departmental Contact List (Authentication with your

+  UTokyo Account is required.)

o EMMPNETIE (FE(ERUTokyo AccountiH{TIAIE)
« EMEHTEM SE(UTokyo Account 215 2 Q)

. https://univtokyo.sharepoint.com/sites/Security/SitePages/List of Departmental_Contacts.aspx

« HRAPERRY TV RT LERBA/ERKFIER S Y
bT)—=0 L RTLARBHANZT A

* The University of Tokyo Rules Pertaining to the Operation of the Information
Network System,” The University of Tokyo Guidelines for Use of the Information
Network System

https://www.u-tokyo.ac.ip/gen01/reiki_int/reiki_naiki/utnik-001.pdf
+ https://www.nc.u-tokyo.ac.ip/guide

e BFVUYV—XFBLEDIFE

*  Electronic Resources Usage Policy iﬁ :

J-.__._.r
+ https://www.lib.u-tokyo.ac.jp/ja/library/literacy/user- ElfRsub
guide/campus/caution
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Information Systems Department, The University of Tokyo
ARRFEERRGE

A R Ao 2

E-mail : office.cie.adm@gs.mail.u-tokyo.ac.jp

Website : https://cert.u-tokyo.ac.ip/
E-mail : office@cert.u-tokyo.ac.ip

ERAFER Y R T LBEXIETF — L (UTokyo-CERT)
The University of Tokyo Computer Emergency Response
Team (UTokyo-CERT)
ARAKFEERGEENR/H(UTokyo-CERT)
TR EAIAH ZIZ 0SBl (UTokyo-CERT)
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